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Software Engineering

& lero " My Research Background & lero " Regulation
* Software Quality and Software Process
— Regulated industr Iy . .
v e S * Do the Regulatory/Certification bodies need
~ Hospital Software Quality to review/approve your product?
— Global software development 4 ) \ . :
R — Medical Devices (including Health Information
*+ Research Method Systems)
— Study practice to inform research — Automotive Systems
— Develop theories about software process
— Develop models for software process — Financial Information Systems

— Implement research to inform practice

* Supervise Research

* Lecture to Undergraduate and Postgraduate Software
Engineering students
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ENGINEERING ENGINEERING
RESEARCH CENTRE

RESEARCH CENTRE

Software within Medical Devices
Up to 70% of budget on software related
activities

Software in Medical Device
production lines




© lero B Medical Device software

Software manipulating Clinical data
(Health Information Systems)

Departmentl shaulder protocol
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&9 leroaEs" AT IS
 ...software in its own right, when specifically intended by
the manufacturer to be used for one or more of the
medical purposes set out in the definition of a medical
device, is a medical device. Software for general purposes
when used in a healthcare setting is not a medical device.

* 'medical device' means any instrument, apparatus,
appliance, material or other article, whether used alone or
in combination, including the software necessary for its
proper application intended by the manufacturer to be
used for human beings for the purpose of: - diagnosis,
prevention, monitoring, treatment or alleviation of disease,
....... injury or handicap,...”
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§ lerofmme Importance for Consumers
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* Patients want data to be private, secure, accurate
* Patients want correct treatments from
— Devices
— Clinical decisions
...WHICH ARE INCREASINGLY BASED ON SOFTWARE
* Patients want treatments to be diagnosed
effectively
— Devices
— Clinical decisions

...WHICH ARE INCREASINGLY BASED ON SOFTWARE

§ lero e Clinical and Healthcare Audit
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* Quality assurance (QA) for software
* Risk management structures for software

¢ Clinical and Healthcare Audit

— Comparison of current practice to evidence based
best practice in the form of standards, identifying
areas for quality improvement and implementing
changes to practice to meet the standards

— Health Service Executive (HSE), Ireland

¢ C&H audit to include software systems
* Partnership: Clinicians & Software Engineers
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http://www.youtube.com/watch
?v=-xrrk-Xhg\Vc

Oleross™ Research Problem
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How can we ensure that Clinical
and Healthcare Audit can assure
Software Quality in our local
group of Hospitals?
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Information System Success

* For Software Engineers — System quality is
important
» Additionally, we need to think about

— Information quality, Service quality, Intention to
use, User satisfaction

— Delone and McLean
* Health Information Systems
— Confidentiality, privacy, accuracy, integrity........
— Proactively identify and manage risk

@ leroigi
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Research Project

* Development of Hospital Quality Assurance
program (H-QAP)
— Analysis of published research and standards
— Review of relevant hospital inquiries
— Research in hospital (first cycle of action research)
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Published Research and Standards

¢ Health Standards

— HSE (Ireland) Quality and Risk Management Standard,
Health Insurance Portability and Accountability Act,
FDA requirements

e Software standards

— Capability Maturity Model Integrated (CMMI), IEEE
Standard for Software Quality Assurance Plans, IEEE
Std. 730-2002

THE IRISH SOFTWARE
I @0 fremeeriis
RESEARCH CENTRE

THE IRISH SOFTWARE ENGINEERING RESEARCH CENTRE

Published Research and Standards

* Focus on patient privacy and security with
very little focus on integrity and accuracy

* Definitions of risk factors remains ambiguous

* Smartphone healthcare applications increased
— Regulatory or quality guidelines not implemented

* Software Quality Plan for Hospitals as basis for
H-QAP
— Shroff et al
H-QAP: Software systems should be managed
within a broad hospital quality program
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Previous Relevant Inquiries

Therac-25: Fatal overdoses of radiation

Bristol: above average death rates for children
undergoing heart surgery

N T /
Lourdes . .
"Bristol was awash with data but was
outcom , .
at the same time singularly

removal ; N

\ uninformed.
Shipman

patients of a General Practitioner

Tallaght: unopened General Practitioner
referrals and unread X-rays

@ leroigi
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Previous Relevant Inquiries -
Findings

THE IRISH SOFTWARE

¢ Qutcomes not software related

— Quality assurance requires more than dedication and
commitment

e Outcomes were software system related

— Use of existing information systems must be
optimised

— Existing software systems significantly improve
outcomes and minimise the effects when things go
wrong
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Previous Relevant Inquiries -
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@ lerodesas Findings

¢ QOutcomes had relevance to software
implementation

— Proactive and reactive risk management must be
continually in place

— Continually reviewed standards must be set

H-QAP: Includes formal structures such as
communication strategy, audit committee and
stakeholder analysis; measures HIS quality
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§ lerofmme Research in Hospital

* Information systems used hospital wide

* Information systems used specifically by single
departments

* Information systems are used personally by
clinicians

* No integrated electronic patient record (EPR)

* Primary medical record is paper based
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§ lerodagi Research in Hospital
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¢ Software System Review
— Emergency Department software system, two
Clinical Nurse Specialist databases and the
Hospital In-Patient Enquiry (HIPE) database.
* Key stakeholders: clinicians, software
engineers, data entry personnel
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Hospital Research —
Key Findings
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& lero M .
* Low understanding of IS quality by clinicians

* Requirements engineering processes are often
not used during systems development

* Healthcare staff, not qualified in software
engineering and without an understanding of
compliance, develop and implement systems

* Little emphasis is placed on data reporting even
when data is available

H-QAP: Understand and use strengths and
weaknesses of existing quality processes
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5 STRUCTURE LAYER

6 GOVERNANCE LAYER Standarc

Communication Strategy

4TOPIC SELECTION LAYER
Information (computer) systems
rimental KP!'

Clinical outcomes planned /unpl
Incident forms / Risk register
PPPG's
Satisfaction surveys
Complaints

imeliness.
Reports and Reviews Internal and External

care

lanned

National and Regional priority audits
Suggestions from patient forums.

3 QUALITY LAYER

Define Structures.

Define processes

Define desired outcomes

2 AUDIT LAYER
Engage correct stakeholders
Engaged governance relevant to topic:

Change practice

1 RAPID ESCALATION LAYER
3 Tier audi process

@ lerosmem™ H-QAP Layers and Protocols

6 Governance Layer
Define governance
Apply governance

Macrg

6 GOVERNANCE LAYER )
=/

5 STRUCTURE LAYER

4TOPIC SELECTIO Establishes relevant person or
persons in authority

Places them in control of the
program

Ensure that other layers are set-
up & reviewed




Implementation in Hospital
6 Governance Layer

@ lero "
¢ Clinical Audit given priority within Hospital
* Governance Committees set up for
particular departments
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Implementation in Hospital
5 Structure Layer
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* Focus on Radiology Department
— Correct diagnosis within acceptable timeframe
— Radiation ALARA principle
« As Little As Reasonably Achievable
* Quality Requirement
— Software engineers ensures MD software correct
— Physicist calibrates MD
— Radiographer uses MD correctly

— Radiologist reviews and reports diagnosis

Implementation in Hospital
4 Topic Selection Layer

Q@ lero&ag,,
¢ Understanding problem exists in department
— Measurement of results from X-Ray

* Focus on Shoulder X-Ray
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6 GOVERNANCE LAYER

4TOPIC SELECTIO!
LAYER
3 QUALITY LAYER

2 AUDIT LAYER
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6 GOVERNANCE LAYER
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6 GOVERNANCE LAYER

5 STRUCTURE LAYER

4TOPIC SELECTIO!

2AUDIT uva

5 STRUCTURE LAYE

3 QUALITY LAYER
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H-QAP Layers and Protocols

5 Structure Layer
Audit Committee
Stakeholder analysis
Standards, Policies
Communications

Develop & maintain a suite of
quality protocols

QA program high profile
Awareness of risks of non-
compliance

Escalation to management
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H-QAP Layers and Protocols

4 Topic Selection Layer
Define KPIs

Incident forms
Satisfaction surveys

QA program holistic

Audit committee choose relevant
topics

Every topic reviewed regularly

H-QAP Layers and Protocols

3 Quality Layer
Define structures, processes,
desired outcomes

Ensure compliance through
equipment, software, education
Efficient software processes
Reliable systems

Access to policies

E IRISH SOFTWARE ENGINEERING RESEARCH CENTRE



S Implementation in Hospital
¢Ief' 0oy 3 Quality Layer
* Focus on Shoulder X-Ray

— Develop policies: angle, contrast, view
— Standard technique for shoulder imaging

Departmental shoulder protocol

— Standardisation of images

Mvial view

Garth view

Imple n in Hospital
@ lero e

2 Audit Layer

* Defining data collection
— Percentage of incorrectly taken x-rays
— Number of times patients were x-rayed

* How data was to be reported

Implementation in Hospital
1 Rapid Escalation Layer
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* Percentage of incorrectly taken x-rays
* Reporting data

— Information posters

— Department meetings

* Educating radiographers
* Improved to 95% compliance
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§ lero e H-QAP Layers and Protocols

6 GOVERNANCE LAYER

5 STRUCTURE LAYER

2 Audit Layer
Engage stakeholders
Define objectives
Set standards

4TOPIC SELECTIO!
LAYER

3 QUALITY LAYER

Define data
Define measurements
Define standards

§ lerodagi H-QAP Layers and Protocols

6 GOVERNANCE LAYER

5 STRUCTURE LAYER

4TOPIC SELECTIO!
LAYER

1 Rapid Escalation Layer
3-tier audit process

\’ Collect data
D .
\'\\v,,/'/ Measure against standards
Micro Implement change

Re-audit

@ lerosmem™ H-QAP Layers and Protocols

6 GOVERNANCE LAYER

Define governance
Apply governance

5 STRUCTURE LAYER
Audit Committee
Stakeholder analysis

6 GOVERNANCE LAYER

Standar
PPPG's

Communication Strategy
4TOPIC SELECTION LAYER
Information (computer) systems
Departmental KPI's

Ciinical outcomes

5 STRUCTURE LAYER

i planned funplanned
Incident forms / Risk register
PPPG's
Satisfaction surveys
Complaints

imeliness.
Reports and Reviews Internal and External
Equity of care
National and Regional priority audits
Suggestions from patient forums.

3 QUALITY LAYER
Define Structures.
Define processes
Define desired outcomes
2 AUDIT LAYER

Engage correct stakeholders
Engaged governance relevant to topic:
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With H-QAP * For Software systems within the hospital
* Staff know about process prior to audit — Information quality
* Staff correct process prior to governance — System quality

* System use has improved ~geivice gty

— Intention to use

* Data is more accurate eerea aetion

* Teams made up of all stakeholders ]
Are seen as important

¢ Clinical & Healthcare Audit more holistic with

p g * And, all stakeholders are becoming involved in
compliance of software systems included

ensuring this can happen
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Thank You
&
Questions
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